Data Diodes

FiberPlex FPSW-DDC Data Diode Controller Proxy
Software

FiberPlex

The FiberPlex Data Diode Controller is purpose-built proxy software for unidirectional cross-domain networking. It enables
secure file transfer, data extraction and log export to be proxied over UDP unidirectional Data Diode segments.

Overview

The Data Diode Controller is a proxy software application
designed to facilitate efficient and secure data transfer
through Ethernet based data diodes. It offers tailored
network segmentation and cross domain cyber security
solutions across diverse installation environments.

Persistent cybersecurity requires closing off or isolating
networks using air-gap solutions. Completely closed off
networks, present a unique set of challenges in the era of IP
Video, Big Data and Al. Itis inconvenient if all interactions
with an isolated network must be performed manually and
doing so introduces the risk of human error.

These challenges are addressed using Data Diodes,
including the Patton SFX Data Diode SFP
(https://www.patton.com/sfx-1dd/), which provides for
physical layer network isolation, while providing for one-
way (uni-directional) transfer of data across network
domains. This approach preserves the protective
characteristics of airgap network separation, while enabling
persistent unidirectional data flow ensuring access to the
secure network is denied.

The problem is most data transfer protocols rely on
bidirectional communication to facilitate data flows,
complicating efficient utilization of hardware-based layer 2
data diodes.

Patton’s solution is the FiberPlex DDC Data Diode Controller
software. This software enables the automation of
unidirectional data flows. The controller software proxies
or converts between bidirectional and unidirectional data
flows, which reduces the complexity of cross domain
implementation.

Features

e Software Control for Data Diodes - Layer 2 Data Diodes
require unidirectional network protocols such as UDP. To
support other protocols, Patton’s Diode Controller
delivers “proxy services” to support alternative protocols
over the uni-directional UDP links.

e Optimal Ethernet Cross-Domain Transport - The
solution is optimized for wire-speed secure data transfer
over Ethernet-based Data Diodes, such as the Patton SFX.

e Multiple Applications Supported - Manage and run a
growing library of software services for multiple standard
or proprietary use cases.

e Multiple Services Support - Services to be used in
combination with other products. The service software
enables the use of other internet protocols.

e Standard UDP & TCP Services - Forwards unidirectional
UDP or TCP data through a Data Diode, from one or more
sources to a single destination.

¢ File Transfer Services - Moves files from the source
domain through a Data Diode to the destination domain
proxied over UDP.

e MQTT Services - Transfer messages from the source
domain through a Data Diode to the destination domain.

e OPC UA Services - OPC UA enables PLC-specific
protocols (such as Modbus, DeviceNet, etc.) into a
common API allowing HMI/SCADA systems to convert
generic OPC read/write requests into device-specific
requests. Transfer node value updates and events from
the source domain to the destination domain. In the
destination domain either binary encoding over TCP, or
JSON encoding over MQTT can be used to transport OPC
UA data.

e Standard and Proprietary Protocol Support - The Data
Diode Controller can proxy standard file transfer and
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The software together with various service packages enable
Secure File Transfer Protocol (SFTP), Network File System
(NFS), Server Message Block (SMB), Simple Mail Transfer
Protocol (SMTP), and other protocols to be emulated over
uni-directional links. The controller software is fully
customizable to support unique or proprietary uses cases.

When used in conjunction with the Patton SFX Data Diode
SFP (https://www.patton.com/sfx-1dd/) module, or other
Ethernet-based (layer 2) data diodes the solution enables
flexible and scalable unidirectional network solutions for a
variety of secure cross domain scenarios.

The FiberPlex DDC can either be designed into a new
system, serve as an additional component in an integrated
solution, or extend an existing installation of layer 2 data
diodes to deliver enhanced functionality. With support for
a wide variety of hardware platforms, the Data Diode
Controller installation can easily be optimized for customer
specific requirements.

Applications

The Data Diode Controller acts as a proxy enabling file
transfer and other protocols over UDP and across uni-
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data extraction communication protocols and can be
customized to support special or proprietary protocols.

e Hardware or Virtualized Servers - Runs on standard
servers, clouds or custom appliances with integrated
Data Diodes.

e Source and Destination Proxy Servers - The Controller
Software runs on standard or virtualized Servers
connected to the Source Network (Upstream) and the
Destination Network (Downstream). The Upstream
Server encodes bidirectional protocols over
unidirectional links for transport across the Data Diode.
The Downstream Server receives and decodes the
unidirectional data into its original format and protocol.

¢ Architected for Simplicity - Designed to facilitate a
cross-domain uni-directional system design to simplify
deployment with little or impact on existing systems.

e Highly Secure - Always-on data encryption between up-
and downstream software controllers. Developed and
maintained according to IEC 62443 4-1 to ensure secure
development and maintenance.

e Easy to Install, Scale and Manage - Light computer
resources mean you can easily scale installations.
System management and configuration tools are
designed to make managing multiple large installations
simple and fast. Enabled SNMP allows for centralized
monitoring of the System.

® Runson Linux - Support for Linux host operating system
(Debian and Ubuntu distributions). Support for
automated system setup using Ansible.
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Specifications
Supported Host OS

Software
Requirements

CPU Requirements

Networking &
Memory

Used With

System Setup

Configuration &
Management

Linux (Debian, Ubuntu)
Arm/Raspbian

Docker for Linux
Ansible

Intel Haswell based (Xeon v3, Core 4xxx) or newer
AMD Zen based (Epyc, Ryzen 1xxx) or newer

Requires 1Gbps ethernet interfaces
Requires 4GB (service dependent)

Layer 2 1Gb Ethernet-based data diodes including the Patton SFX

Ansible playbook collection for automated system setup

Embedded Manager
Web application
REST API

Patton’s Proxy Services are software applications that enable multiple use cases over one-way links supported by data
diodes. The services integrate with applications on the source and destination networks, facilitating proxy service
integration.

Proxy Services

File Transfer Service. File transfer between domains over layer 2 data diode links. Data export such as database
replication, XML or JSON based data, log data etc. Supported protocols: SFTP, SMB, NFS

OPC UA Service. Data export between domains for industrial automation. Data export from PLCs, HMIs, SCADA.
Allows import of data from independent providers to central system. OPC UA, OPC UA to MQTT (integrated
protocol conversion)

MQTT Service. Connect sensors, actuators or control systems over uni-directional links. Gather data from
remote assets for monitoring or statistics. (M2M) communication over MQTT

Syslog or UDP/TCP Service. Access to log data from sensitive or classified systems while maintaining air gap
protection of the source network. Secure integration of third-party Secure Operations Center (SOC). Syslog
over UDP or TCP

Email Transfer Service. Automatic email notifications between security domains. Digitalized system reports
over email from OT to IT. Supported protocols: SMTP

HTTP Transfer Service. Send web service requests over HTTP(s) with pre-configured response options. Submit
forms, send data to web services or make API requests with HTTP(s) POST. Supported protocols: HTTP /
HTTP(s)



