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8401 IP Single-Sided Clock - User Guide

Product Overview

The Algo 8401 IP Single-Sided Clock is a high-visibility, NTP-capable, PoE clock that complements your Algo deployments. These clocks
are configurable via a web interface and compatible with the 8300 or ADMP, allowing you to monitor and manage them remotely.

Time is displayed using white LEDs that are 2.2", creating a higher contrast than typically used red lights to exceed visibility requirements.
White on black is more accessible for those with color blindness and makes reading the time at a distance easier.

@

Included

e 8401 IP Single-Sided Clock
e Mounting plate
e 4 screws

Important

This guide contains safety information which should be read thoroughly before permanently installing the product.

Dry Indoor Location Only

The Algo 8401 IP Single-Sided Clock is intended for dry indoor locations only.

CAT5 or CAT6 connection wiring to an IEEE 802.3af or 802.3at compliant network PoE switch must not leave the building perimeter
without adequate lightning protection. No wiring connected to the 8401 may leave the building perimeter without adequate lightning
protection.

Setup

Installation

The 8401 includes a mounting plate which may be installed over a single or dual gang electrical box or low voltage wall bracket (mud ring)
pre-wired with a network cable. Alternatively, the mounting plate may be securely installed to any surface with a network cable entering
the bracket through the center hole or surface run using the surface wire channels provided in the bracket.

1. Install the 8401 to the mounting plate using the supplied four screws.

support@algosolutions.com
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2. Connect the network RJ45 plug to the jack in the rear of the clock and secure the clock to the mounting plate or mounting surface,

ensuring that the network cable is not pinched or applying any force to the jack.
CLOCK MOUNTING SCREWS (4)

8401 IP CLOCK

MOUNTING PLATE SCREWS |

(NOT INCLUDED) / MOUNTING PLATE

Accessing the Web Interface

After you enter the IP address for your device into your browser, the web interface will appear.

You must log in to view device settings. The default password is algo. This password can be changed under Advanced Settings —
Admin after logging in. Changing the default password is highly recommended if the device is directly connected to a public network.

Important

The Save button must be clicked to apply any changes made in the web interface.

Web Interface Setup

1.

Connect the 8401 to an IEEE 802.3af PoE network switch. The clock colon separating hours and minutes will illuminate blue until
boot-up is completed (about 30 seconds).

. Find your device IP address by downloading the Algo locator tool: The tool is only available for

Windows computers.

. Type the device IP address into a web browser to access the web interface and configure your device for testing. Note that these

devices may be configured using centralized provisioning or the

. Ifan NTP (Network Time Protocol) server is available on the network, the clock time will automatically synchronize and display

with network time. The time zone can be changed in the web interface.

Check Device Status

By default, the Status page is available with and without a login. The Status page can be made exclusive to logged-in users via

The Status page contains information such as:

Device Name IPv4
Provisioning Status PoE Detection
Call Status Date/Time
MAC

Clock Configuration

Clock Settings

support@algosolutions.com
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8401 IP Digital Clock

Clock

Clock Settings

Status || Basic Settings J Advanced Settings u System I_I Logout |

ALGO

- Display Settings

Device Date/Time

Time Format

Colon Blink

Clock Brightness Level

Mon Aug 26 18:42:28 2024

(DTD change the date/time, the timezene can be configured in "Advanced Setting > Time".

®12 hour (024 hour

®Enabled Cbisabled
(DBIink colon between hour and minute every secend.

[Low ~

+ Save

Clock Settings
Device Date/Time
Time Format
Colon Blink

Clock Brightness Level

Advanced Settings

ALGO

Time Settings

View the set time for the device. The timezone can be reconfigured in
Set the clock to display in 12 hour or 24 hour format.
Enable or disable the colon blinking every second.

Set the clock brightness to Off, Low, Medium, or High.

8401 IP Digital Clock

Status Basic Settings Advanced Settings m

Network  Admin | Time | Provisioning ' A T T O W |

NTP Time Server 2
NTP Time Server 3
NTP Time Server 4

Supersede NTP provided by DHCP

Device Date/Time

Manually Override Time

General
Timezone | GMT ™) |
NTP Time Server 1 [0-debian.pool.ntp.org |

[i.debian.pocl.ntp.org |

[2.debian.pocl.ntp.org |

[B.debian.pocl.ntp.org |

OEnabled @Disabled

(DB‘,r default, if an NTP Server address is provided via DHCP Option 42, it will be used instead of the NTP

servers listed above. Enable this option to ignore DHCP Option 42.

Mon Aug 26 18:54:27

2024 'Sync with browser|
[i8:54:16 ] [Manually Set Time]

@Manual time and date are intended for testing purpose only. Time will be lost upon power down if NTP

server is reachable.

+ Save

support@algosolutions.com
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Advanced Time Settings
Timezone Use the dropdown to select the timezone required for your clock.

The interface will attempt to use Time Server 1 and work down the list if one or more of the time
servers become unresponsive.

NTP Time Server These settings are pre-populated with public NTP servers hosted on the internet. To use these,

the device requires internet connection. Alternatively, this can be customized to point the device
to any other NTP server hosted or premise-based.

Supersede NTP provided by By default, if an NTP Server address is provided via DHCP Option 42, it will be used instead of
DHCP the NTP servers listed above. Enable this option to ignore DHCP Option 42.

This field shows the current time and date set on the device. If you are testing the device on a
lab network that does not have access to an external NTP server, click Sync with browser to
Device Date/Time temporarily set the time on the device.

This time value will be lost at power down or overwritten if connection to the NTP server is
available. Time and date are used for logging purposes and the scheduler feature.

Manual time and date are intended for testing purposes only. Time will be lost upon power down

Manually Override Time if the NTP server is reachable.

Integration

API

Algo RESTful API can be used to access, manipulate, and trigger Algo endpoints on your network through HTTP/HTTPS requests.

Requesting systems can interact with Algo devices through a uniform and predefined set of stateless operations. See the
for more details.

To configure API settings, use the web interface and navigate to Advanced Settings — Admin — API Support.

| status || Basic settings || Advanced Settings || System Logout |

Network | Admin = Time Provisioning S

Admin Settings

-~ API Support
RESTFul APL ®Enabled CDisabled
(i)SecurE API for remote access & control via HTTP. Full API decumentaticn available here.
Authentication Method ®standard CBasic ONone
(i)RESTfu\ API supports three types of authentication: Standard (recommended), Basic, and None {not
recommended}).
RESTFul API Password = T
S o +
API Support
RESTful API Disabled by default. Enable a secure API for remote access and device control via HTTP. For more
information, see the
Authentication Method Speak to your IT Administrator for more information.
RESTful API Password Speak to your IT Administrator for more information.

support@algosolutions.com
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Status Basic Settings || Advanced Settings || System Logout

MNetwork | Admin | Time Provisioning

Admin Settings

-~ SCI Support

scl @Enabled Cpisabled
(i)Simple Control Interface (SCI) is a separate control interface for certain applications. Its main purpese is to
support phones that may have programmable keys that can only send out HTTP GET requests.

SCI Password [ [

SCI Support
Disabled by default. Simple Control Interface (SCI) is a separate control interface for certain applications. Its
SCI primary purpose is to support phones that may have programmable keys that can only send out HTTP GET
requests.
SCI Password Enter your SCI password.

Device Management

ADMP

The Algo Device Management Platform (ADMP) is a cloud-based device management solution to manage, monitor, and configure Algo IP
endpoints from any location. Devices can be easily grouped via a tagging functionality, allowing devices to be coded by district,
department, or function to easily oversee many devices. Devices can be supervised for connectivity and email-based notifications can be
sent should devices go offline, allowing for a real-time overview of device status.

To connect your device to your ADMP account, use the web interface and navigate to/Advanced Settings — Admin — ADMP Cloud
Monitoring.

Note that if you choose to use ADMP to manage your devices; the Algo 8300 IP Controller cannot be used at the same time.

To learn more about ADMP and how to purchase a license,

J Status “ Basic Settings [ Advanced Settings J System \_I Logout |

Metwork  Admin Time Provisioning

Admin Settings

-~ ADMP Cloud Monitoring

Enable ADMF Cloud Monitoring ®Enabled ODisabled

(i)This feature requries 2 valid Account ID. Plaase contact support@algosolutions.com for assistance.

Account 1D [ ]

Allow Configuration File Sync OEnabled ®pisabled
() This feature allows ADMP to query and display settings stored on the device.

Heartbaat Interval 30 seconds ~

ADMP Cloud Monitoring
The Algo Device Management Platform (ADMP) simplifies the process of managing, monitoring,

Enable ADMP Cloud Monitoring  and maintaining Algo devices from any location. This feature requires a valid Account ID. To learn
more about ADMP and how to purchase a license,

Algo 8300 IP Controller

The Algo 8300 IP Controller is designed for centralized on-premise or local network Algo endpoint monitoring and supervision. Any Algo
SIP endpoint device, including the 8507, can be monitored on the network via the 8300 dashboard.

Note that if you choose to use the Algo 8300 IP Controller to manage your devices, ADMP cannot be used at the same time.

SNMP

support@algosolutions.com
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Simple Network Management Protocol (SNMP) can be used to monitor and manage your device.

To configure your SNMP settings, use the web interface and navigate to Advanced Settings — Admin — Simple Network

Management Protocol.

Network ~ Admin | Time  Provisioning

Admin Settings

| status || Basic Settings || Advanced Settings || System | | Logout |

SNMP Support

SNMP Community String

SNMPv3 Security

- Simple Network Management Protocol

@®Enabled ODisabled
(i)Download MIE file here,

(i)If laft blank, the default string "public” will be used.

OEnabled ®Disabled

SNMP
SNMP Support Dlsabk?d. by default. The existing setting will respond to a simple status query for automated
supervision.
SNMP Community String Speak to your IT Administrator for more information.
SNMPv3 Security Speak to your IT Administrator for more information.

System Configuration

Network Settings

Network Admin  Time Provisioning

Status || Basic Settings || Advanced Settings Eﬁ iugn ’i

Supersede DNS provided by DHCP

Network Settings
7 Common
Internet Protocol [IPv4 and IPv6 v

OEnabled @Disabled

- IPv4

Common
Internet Protocol

Supersede DNS provided by DHCP

DNS Servers

support@algosolutions.com

Use the dropdown to select IPv4 Only or IPv4 and IPv6. If IPv6 is also configured, it will have
to be set up via DHCP or statically, similarly to the IPv4.

This setting will not appear if the selected Internet Protocol is set to Static.

This setting will appear if the Internet Protocol is set to Static or when Supersede DNS
provided by DHCP is enabled.

Add one or multiple DNS servers. Separate each server by a space, comma, or semicolon.
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Status Basic Settings || Advanced Settings System Logout

Network Admin  Time  Provisioning

Network Settings

LA )

- IPva

1Pv4 Method ®static OpHCP

IPv4 Address/Netmask [

(i)Address (dot delimited)/Netmask (CIDR), e.g. 192.168.1.23/24
IPv4 Gateway I |

LR B Y rw
IPv4
The device can be set to a static or DHCP IP address.
IPv4 Method DHCP is an IP standard designed to simplify the administration of IP addresses. When selected, DHCP wiill

automatically configure IP addresses for each device on the network. DHCP is selected by default.

When Static is selected, the device will use the IP address entered in the fields below.
IPv4 Address/Netmask Enter the static IP address and netmask (CIDR format) for the device (e.g., 192.168.1.23/24).

IPv4 Gateway Enter the gateway address.

Status || Basic Settings (| Advanced Settings SysEE Lngﬂus

Network Admin  Time  Provisioning

Network Settings

- IPV6
. | 1Pv6 Method

@static CpHCP
IPv6 Address/Netmask [ ]

(i)}\dnress (colon delimited)/Netmask (CIDR), e.g. 2001:123::abcd:1234/64

IPv6 Gateway [

IPv6

The device can be set to a static or DHCP IP address.

DHCP is an IP standard designed to simplify the administration of IP addresses. When selected, DHCP
IPv6 Method ) . ) )

will automatically configure IP addresses for each device on the network.

When Static is selected, the device will use the IP address entered in the fields below.
IPv6 Address/Netmask Enter the static IP address and netmask (CIDR format) for the device (e.g., 2001:123::abcd:1234/64).
IPv6 Gateway Enter the gateway address.

support@algosolutions.com
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Status || Basic Settings || Advanced Settings || System Logout

Network = Admin  Time  Provisioning

Network Settings

-~ ICMPwv6 Options

@ These options allow network administrators to restrict traffic by filtering ICMPv6 packets.

Destination Unreachable Messages @Enabled Obisabled
MNelghbor Discovery Redirect Messages OEnabled ®Disabled
Anycast Echo Replies ®Enabled CDisabled
Enable Rate Limiting Outbound Messages ®Enabled CDisabled

(i)set to allow rate limiting ICMPVE packets.

Rate Limit (packets per second) |

ICMPv6 Options

Destination Unreachable Messages Enable to restrict traffic by filtering ICMPv6 packets.
Neighbor Discovery Redirect Messages Enable to restrict traffic by filtering ICMPv6 packets.

Anycast Echo Replies Enable to restrict traffic by filtering ICMPV6 packets.

Enable Rate Limiting Outbound Messages

Enable to limit the device to respond to other network devices at the specified rate below
and prevent it from receiving multiple requests at the same time.

Rate Limit (packets per second) Specify the packets per second allowed for Rate Limiting Outbound Messages.
Advanced Settings |\ Sttty icaall
Network
Network Settings

- 802.1Q Virtual LAN

VLAN Mode Omone ®Manual Oauto

VLAN ID

G)Value range: 0 to 4094

WVLAN Priority

@Value range: D to 7

T L S T

If the device is using VLAN, you will need to be on the same VLAN to access the web interface.

802.1Q Virtual LAN

VLAN tagging is the networking standard that supports Virtual LANs (VLANs) on an Ethernet network. The standard

VLAN Mode

defines a system of VLAN tagging for Ethernet frames and the accompanying procedures to be used by bridges and

switches in handling such frames. The standard also provides provisions for a quality-of-service prioritization

scheme known as IEEE 802.1p and defines the Generic Attribute Registration Protocol.

Specify the VLAN that the Ethernet frame belongs to. The hexadecimal values 0x000 and OxFFF are reserved. All

other values may be used as VLAN identifiers, allowing up to 4094 VLANSs.

VLAN ID

The reserved value 0x000 indicates that the frame does not belong to any VLAN. In this case, the 802.1Q tag

specifies only a priority and is referred to as a priority tag.

VLAN Priority

support@algosolutions.com

Set the frame priority level. Otherwise known as Priority Code Point (PCP), VLAN Priority is a 3-bit field that refers to
the IEEE 802.1p priority or frame priority level. Values are from O (lowest) to 7 (highest).
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Network Admin Time

Network Settings

Status (| Basic Settings || Advanced Settings | System Logout

Pravisioning

et L T

802.1X Authentication

Authentication Mode

Anonymous 1D
1D
Password

Validate Server Certificate

-~ 802.1X Port-based Network Access Control

®Enabled ODisabled

| EAP-PEAP/MSCHAPv2 hd

(i)[n EAP-TLS maode, if the authentication server requires devices to be authenticated, a PEM file containing
both a device certificate and a private key can be installed on the Algo device. Use the "System > File
Manager” tab to upload a Base64 encoded X.509 certificate file renamed to "dient8021x.pem’ in the "certs’
folder.

| | T

OEnabled @pisabled
(DVaIidal:e the authentication server against commen authorities. To validate against additional certificates,
use the "System > File Manager" tab to upload a Base64 encoded X.509 certificate file in .pem, .cer, or .crt
format to the 'certs/trusted’ folder.

802.1x Authentication

Authentication Mode

Anonymous ID

D

Password

Validate Server Certificate

802.1X Port-based Network Access Control

Enable to add credentials to access LAN or WLAN that have 802.1X network access control (NAC).
You can ask your IT Administrator for this information

Select the desired authentication mode.

If configured, the device will send the anonymous ID to the authenticator instead of the 802.1X client
username.

The ID should contain a string identifying the IEEE 802.1X authenticator originating the request. Ask
your IT administrator for details.

Ask your IT administrator for details.
Enable to validate the authentication server against common authorities. To validate additional

certificates, go to the System — File Manager to upload a Base64 encoded X.509 certificate file in
.pem, .cer, or .crt format to the certs folder.

Network Settings

Status || Basic Settings || Advanced Settings || System Logout

Network Admin  Time  Provisioning

- TLS

Allew Weak TLS Ciphers

®Enabled CDisabled

+ Save

TLS

Allow Weak TLS
Ciphers

Admin

support@algosolutions.com

Enables compatibility with legacy systems that may not support the most current encryptions standards
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Status || Basic Settings || Advanced Settings || System Logout

Network | Admin | Time  Provisioning

Admin Settings

7~ Admin Password

Old Password I [

Password [ "

Confirmation [

Admin Password

Old Password Enter the old admin password. The default password when you first get the device is algo.

Enter a new admin password to log into the device web interface. Make sure the new password is stored
safely. If the password is forgotten, you must reset the device entirely with the Reset Button to restore the
default password. All other settings will be reset to the original default settings as well.

Password
For additional password security, see the setting Force Strong Password below under the Management
settings.

Confirmation Re-enter your new admin password.

Status || Basic Settings || Advanced Settings || System Logout

Network ~ Admin | Time  Provisioning

Admin Settings

- General

Device Name (Hostname)

Introduction Section on Status Page

Display Switeh Port ID on Status Page

Web Interface Session Timeout

General
Device Name (Hostname)

Introduction Section on Status Page

Show Status Section on Status Page
when Logged Out

Display Switch Port ID on Status Page

Web Interface Session Timeout

support@algosolutions.com

Show Status Section on Status Page when Logged Out

[digitalcik-SMACS
®on Corf
®on Coff

Con @off
(i]Requires the device to be connected to a switch that supports LLDP ar CDP.

[1 hour o
(DAutnmatically log out web interface after period of inactivity.

Add a name to identify the device in the

Turn On to show the introduction text on the login screen.

Turn On to allow others to view the status page without logging in. If turned Off, the settings
and configurations on the status page will be hidden entirely unless a user is logged in to

ensure only trusted users can view device information.

Turn On to display the Switch Port ID on the Status Page. This option is only possible if the
device is connected to a switch that supports LLDP or CDP.

Set the maximum duration of inactivity to log a user out of the web interface automatically.

12
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Status Basic Settings | Advanced Settings Systemn Logout

Metwork | Admin  Time Provisioning

Admin Settings

b v

- Log Settings

Log Level OError (Lowest) ONotice ("Event”) ®Info ODebug (Highest)
Log Method OlLocal ®Network OBoth
Log Server [ |

Log Settings
Log Level This setting should only be used after consulting with the Algo support team.
Select a Log Method:
Log Method e Local: The log file is saved in RAM on the device.

o Method: Send the log file to a server repeatedly so settings are not lost if the device is rebooted.
e Both: Use both methods.

Log Server Enter the Syslog server address provided by your IT administrator.

Status || Basic Settings (| Advanced Settings | System Logout

Network ~ Admin | Time Provisioning

Admin Settings

e e

- Mar it

Web Interface Protocol ®Both HTTP and HTTPS (OHTTPS Only
Force Strong Password OEnabled @Disabled

B . T S T A S

Management

HTTPS is always enabled on the device. HTTP is enabled by default but may be disabled. To do so,
select HTTPS Only mode so requests are automatically redirected to HTTPS.

Web Interface Protocol
Note that no security certificate exists since the device can have any address on the local network.
Therefore, most browsers will provide a warning when using HTTPS.

When Enabled, you can enforce a secure password for the device web interface for additional protection.
The password requirements for a strong password are:

Force Strong Password e Must contain at least 10 characters
e Must contain at least 1 uppercase character
e Must contain at least 1 digit (0 — 9)
e Must contain at least 1 special character

support@algosolutions.com
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J Status H Basic Settings |_ Advanced Settings J System u Logout |

Network |~ Admin | Time  Provisioning

Admin Settings

Simple Network Management Protocol

JEnabled (UDisabled
(i)Download MIB file here.

SNMP Support

SNMP Community String

(i)If left blank, the default string "public” will be used.

SNMPv3 Security OEnabled ®Disabled
SNMP
SNMP Support Disabled by default. The existing setting will respond to a simple status query for automated supervision.

SNMP Community String ~ Speak to your IT Administrator for more information.

SNMPv3 Security Speak to your IT Administrator for more information.

J Status |_| Basic Settings |_ Advanced Settings J System |_| Logout |

Network | Admin  Time Provisioning

Admin Settings

- API Support
RESTful API ®Enabled ODisabled
(#)Secure API for remote access & control via HTTR Full API documentation available here.
Authentication Method ®standard OBasic CONone
(j)RESTfu\ API supparts three types of authentication: Standard (recommended), Basic, and None (not
recommended}).
RESTful API Password [ I

API Support

Disabled by default. Enable a secure API for remote access and device control via HTTP. For more

RESTful API information, see the

Authentication Method  Speak to your IT Administrator for more information.

RESTful APl Password  Speak to your IT Administrator for more information.

Status Basic Settings Advanced Settings System Logout

Network | Admin | Time Provisioning

Admin Settings

i SCI Support
i SCI ®Enabled | _Disabled
(i)Simple Control Interface (SCI) is a separate control interface for certain applications. Its main purpese is to
support phones that may have programmable keys that can only send out HTTP GET requests.
SCI Password [}

support@algosolutions.com
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SCI Support
Disabled by default. Simple Control Interface (SCI) is a separate control interface for certain applications. Its
SCI primary purpose is to support phones that may have programmable keys that can only send out HTTP GET
requests.
SCI Password Enter your SCI password.

J Status |_| Basic Settings |_ Advanced Settings J System Logout |

Network Admin Time Provisioning

Admin Settings

N

i System Integrity

System Integrity Checking Cenabled ®Disabled
() This feature verifies installed system packages to ensure they have not been tampered with. Enabling this feature may
cause reboots and upgrades to take 30 seconds longer. Verification results can be found on the Status page.

System Integrity

Enable this feature to verify that installed system packages have not been tampered with by running a
System Integrity Checking check. Enabling this feature may cause reboots and upgrades to take 30 seconds longer. Verification
results can be found on the Status tab.

J Status “ Basic Settings [ Advanced Settings J System \_I Logout |

MNetwork | Admin | Time Provisioning

Admin Settings

-~ ADMP Cloud Monitoring

Enable ADMPF Cloud Monitoring @enabled CDisabled
(i) This feature requries a valld Account ID. Please contact support@algosclutions.com for assistance.

Account ID [

Allow Configuration File Sync UEnabled ®Disabled

() This feature allows ADMP to query and display settings stored on the device.
Heartbeat Interval 30 seconds ~
Save
ADMP Cloud Monitoring
The simplifies the process of managing, monitoring,

Enable ADMP Cl Monitori
nable Cloud Monitoring and maintaining Algo devices from any location. This feature requires a valid Account ID.

Account ID Enter the account ID listed on the Settings page of your ADMP account.
Allow Configuration File Sync Enable ADMP to query and display settings stored on the device.

Heartbeat Interval Select how often ADMP should check the status of your device.

Provisioning
Algo devices can be provisioned through a provisioning server or zero-touch provisioning (ZTP).

System administrators can provision multiple Algo devices together, eliminating the need to log into each endpoint web interface. After
configuration or firmware files are placed on a provisioning server, Algo devices can be instructed to fetch these files and apply the
settings.

Algo also offers a ZTP service that is meant to be used as a redirection service to your provisioning server or to configure your device
with an Algo Device Management Platform (ADMP) account. ZTP is enabled by default and occurs before any other provisioning step. It
will be disabled automatically after any other provisioning settings are changed on the device for the first time.

support@algosolutions.com
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Basic Settings

Advanced Settings | System Logout

Network  Admin  Time Provisioning

Provisioning Settings

- Mode

Provisioning Mode ®Enabled CDisabled

Enabling provisioning allows installers to pre-configure the device on a network before installation. This is
typically done for large deployments to save time and ensure consistent setups.

Provisioning Mode It is recommended that Provisioning Mode be set to Disabled if this feature is not in use. This will prevent
unauthorized re-configuration of the device if DHCP is used.

Visit the for more information.

Status || Basic Settings | Advanced Settings || System Logout

Network Admin Time Provisioning

Provisioning Settings

Settings

Server Method

uto (DHCP Option 66/160/150)
HCP Option 66 only
HCP Option 160 only
HCP Option 150 only
®static
@Autn mode automatically checks all 3 DHCP options for an active provisioning server, in the order listed.

Static Server [ |

Download Method ®@TFre OFTp OHTTP CHTTPS

Config Download Path [ |

Firmware Download Path [ |

nabled ®Disabled

i) Allow support for "-i" incremental provisioning files. Disable for enhanced security if not using this feature.

Partial Provisioning

Iways Reboot _conditional Reboot
(!)If 'Conditional Reboot' is selected, the device will check with the provisioning server and only reboot if new
config is found (unless ‘reboct=true’ is provided as a parameter in the check-sync event).

Check-sync Behavior

Syne Start Time

(DSchedule a time (HH:mm:ss) for the device to perferm a sync according te the 'Check-sync Behavior’
option above. Leave blank to disable the feature.

Sync End Time

G)If set, the device will sync at a random time in the window between Start Time and End Time. Setting an
End Time earlier than Start Time indicates an overnight peried. Leave blank to sync at Start Time exactly.

Sync Frequency ®paily (selected Days Only

Zero Touch Provisioning

G)ZTP is disabled and can only be re-enabled with a factory reset.

+ Save

Settings

support@algosolutions.com
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Server Method

Static Server

Download Method

Validate Server Certificate

(FTP) Auth User Name
(FTP) Auth Password
(HTTP) Auth User Name
(HTTP) Auth Password

(HTTPS) Validate Server
Certificate

(HTTPS) Auth User Name

(HTTPS) Auth Password

Config Download Path

Firmware Download Path

Partial Provisioning

Check-sync Behavior

support@algosolutions.com
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Set to Auto by default. Select a Server Method.

e Auto: All three DHCP options (66, 160, 150) will be automatically checked for an active
provisioning server

e DHCP Option 66 Only: Only DHCP Option 66 will be checked for a provisioning server

e DHCP Option 160 Only: Only DHCP Option 160 will be checked for a provisioning server

DHCP Option 150 Only: Only DHCP Option 150 will be checked for a provisioning server

Static: Only the specified static server will be checked for a provisioning server

For provisioning to work with a DHCP option, DHCP must be enabled under Advanced Settings —
Network — IPv4.

Enter the server address or domain.

Select your preferred method for downloading provisioning files. The options are:
e TFTP (Trivial File Transfer Protocol) — See MD5 Checksum below for more details
e FTP
o HTTP

e HTTPS — This may help prevent configuration files from being read by an unwanted third party
and having sensitive data stolen.

The device configuration files can be automatically downloaded from a provisioning server using DHCP
Option 66. This option code (when set) supplies a TFTP boot server address to the DHCP client to boot
from.

One of two files can be uploaded on the provisioning server (for access via TFTP, FTP, HTTP, or
HTTPS):

o Generic (for all Aigo 8507 IP Horn Array) algop8507.conf

o Specific (for a specific MAC address) algom[MAC].conf
Both protocol and path are supported for Option 66, allowing for http://myserver.com/config-path to be
used.
Enable to verify the server. This checks if the certificate provided by the server is signed by any CAs

included in the list of trusted CAs (used by the Debian infrastructure and Moxzilla browsers). If a
certificate signed by any of these CAs is received, that server will be trusted.

This parameter can also be enabled through provisioning:
Prov.download.cert = 1

Speak to your IT Administrator for more information.
Speak to your IT Administrator for more information.
Speak to your IT Administrator for more information.

Speak to your IT Administrator for more information.

Speak to your IT Administrator for more information.

Speak to your IT Administrator for more information.
Speak to your IT Administrator for more information.

Enter the path where the configuration file is located within the provisioning server (e.g.,
algo/config/8401).

Enter the path where the configuration file is located within the provisioning server (e.g.,
algo/config/8401).

Enable to allow support for “-i” incremental provisioning files. Disable for enhanced security if this is
not required.

Select Always Reboot to set the device to always reboot despite other settings.

Select Conditional Reboot to set the device and check the provisioning server. Only reboot if a new
config is found (unless “reboot=true” is provided as a parameter in the check-sync event).
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Set a time (HH:mm:ss) for the device to perform a sync according to the Check-sync Behavior setting.

Sync Start Time Leave this blank if not needed.

If set, the device will sync randomly in the window between Sync Start Time and Sync End Time. Setting
Sync End Time an End Time earlier than the Start Time indicates an overnight period. Leave blank to lank to sync
exactly at the set start time.

Sync Frequency Select the sync frequency. Frequency can be set to Daily or Selected Days Only.

Sync Days Select the days of the week for syncs to occur.

MD5 Checksum

If using TFTP as a download mode, a .md5 checksum file must be uploaded to the provisioning server In addition to the .conf file. This
checksum file is used to verify that the .conf file is transferred correctly without error.

To generate a .md5 file, you can use tools such as http://www.fourmilab.ch/md5. To use this tool, simply download and unzip the .md5
program in a command prompt. The correct .md5 file will be generated in the same directory. To generate lowercase letters, use the “-I”
parameter.

Generating a generic configuration file

This configuration file is device-generic in terms of MAC address and will be used by all connected 8507 devices.
If using a generic configuration file, extensions and credentials must be entered manually once the 8507 has automatically downloaded
the configuration file.

To see Algo’s SIP endpoint provisioning guide, visit
Generating a specific configuration file
The specific configuration file will only be downloaded by the 8507 with the MAC address specified in the configuration file name.

Since all necessary settings can be included in this file, the 8507 will be ready to work immediately after downloading the configuration
file. The MAC address of each 8507 can be found on the back label of the unit.

To see Algo’s SIP endpoint provisioning guide, visit .alge s.co VST

System Maintenance

J Status u Basic Settings H Advanced Settings |_ System Logout

Maintenance | Firmware  File Manager System Log  Credits  About

System Maintenance

~- Backup / Restore Configuration

Download Configuration File @, Download
Restore Configuration File Choose File | No file chosen ‘" Restore
Restore Configuration to Defaults ¥y Restore Defaults

-~ Backup / Restore All User Files
Backup in zip format includes configuration file and all uploaded files.

Download Backup Zip File < Download
Restore from Backup Zip File Choose File | No file chosen & Restore
Restore All Settings and Files to Defaults ¥4 Restore Defaults and Delete Files

(i]AII preloaded and uploaded files, including tone files, will be deleted.

- Reboot

Reboot the device “u Reboot

Backup/Restore Configuration
Download Configuration File Save configuration settings to a text file for backup or to set up a provisioning configuration file.
Restore Configuration File Restore settings by uploading a backup file.

Restore Configuration to Defaults Reset all device settings to factory default values.

support@algosolutions.com
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Backup/Restore All User Files

- Download the device configuration settings and the files in File Manager (ex., certificates,
Download Backup Zip File . )
licenses, and tones) to a backup ZIP file.

- Restore the device configuration settings and files in File Manager (ex., certificates,
Restore from Backup Zip File . . e
licenses, and tones) by uploading a backup zip file.

Restore All Settings and Files to Defaults Reset t.he device configuration settings. All preloaded and uploaded files, including tone
files, will be deleted.

Reboot

Reboot the Device  Reboots the device.

Firmware

| status || Basic settings || Advanced settings || system Logout

Maintenance | Firmware | File Manager System Log Credits  About

Firmware

- Installed Firmware

Product Firmware algo-8401-5.5_alphal6

-~ Online Upgrade

Check for Firmware Updates [y Check

-~ Custom Upgrade

Method ®From Local Files OFrom URL

Signed Firmware File Choose File | No file chosen

Allow Downgrade OEnabled ®Disabled

®mluw product or base firmware to be downgraded to an older patch version.
(.Enabling this opti Id G

rade i tact support if necessary.

es. Pleass

Installed Firmware

Product Firmware Displays the current firmware on the device.

Online Upgrade

Click** Check** to check for the latest firmware. If the firmware is up to date, Latest Firmware will

state Firmware up to date. If your firmware is outdated, the new firmware availability will be listed.
Internet connection is required.

Check for Firmware Updates

support@algosolutions.com
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Custom Upgrade

Method

Signed Firmware File

Upgrade URL

Allow Downgrade

File Manager

ALGO

Select a method for firmware upgrades to occur. This can be done From Local Files or From URL.
Use to upgrade firmware from a local file. To do this, download the firmware file from

then upload the file by clicking on Choose File
and selecting the firmware file.

Click Upgrade at the bottom of the interface.

Once the upgrade is complete, you can confirm the firmware version is changed by looking at the top
right of the web interface.

Instead of downloading the firmware file , you may
add the download link here instead.

Click Upgrade at the bottom of the interface.

Once the upgrade is complete, you can confirm the firmware version is changed by looking at the top
right of the web interface.

Enable to allow product or base firmware to be downgraded to an older patch version. Enabling this
option could cause future upgrade issues.

If you require downgrading, please contact support@algosolutions.com for assistance.

The 8401 has 1GB of storage space for additional files.

Maintenance  Firmware

b X Upload

I«

> [0 certs
[ debug
[ lieense

[ tones

| status || Basic settings || Advanced settings || System Logout

File Manager  System Log  Credits  About

L Files Q SE

HH
11

Name Date Type Size

[ debug 03/24/2020 10:26 AM Folder
[0 license 11/03/2016 10:16 AM Falder
[ tones 12/31/1969 04:04 PM Folder
E user.conf 04/16/2024 03:23 PM Text File 1.842KB

Used: 336MB Available: 1.3GB

certs Folder

If you have enabled Validate Server Certificate under Advanced Settings —Advanced SIP or Advanced Settings —
Provisioning and want to validate against additional certificates, you can upload them here.

To install a public CA certificate on the Algo device, follow the steps below:

1. Obtain a public certificate from your Certificate Authority (Base64 encoded X.509 .pem, .cer, or .crt).
2. Open the certs folder in the web interface by going to System —File Manager.
3. Upload the certificate files into the certs folder by clicking Upload in the top left corner of the file manager and select the

certificate.

Reach out to

support@algosolutions.com

to get the complete list of pre-loaded trusted certificates.
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debug Folder

If you have any challenges with the device and work with the Algo support team to overcome or fix them, the debug folder will be used.
The device will generate files containing information about the device and put them in the debug folder. You do not need to use this folder
unless directed to by the Algo support team.

license Folder

If you would like to use Informacast on a device that hasn't been bundled with an Informacast license, you will need to purchase a license
and put it into the license folder in the file manager.

tones Folder
Custom audio files may be uploaded to play notifications. Audio files should be stored in the tones directory.

Existing files may be modified by downloading the original file, making the desired changes, then uploading the updated file with a
different name. To download, right-click the tone and click Download.

Audio files must be in the following format:
* WAV or MP3 format
» Smaller than 200 MB

File names must be limited to 32 characters, with no spaces.

For further instructions, reference the

System Log

System log files are automatically created and can assist with troubleshooting if the device does not behave as expected.

J Status u Basic Settings |_| Advanced Settings |_ System Logout

Maintenance  Firmware  File Manager | System Log | Credits  About

System Log
- Download Log Files
Log File +# Download syslog.txt
b View
Log Out

Log out of the web interface.

FCC Compliance Statement

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of the FCC Rules.
These limits are designed to provide reasonable protection against harmful interference when the equipment is operated in a commercial
environment. This equipment generates, uses, and can radiate radio frequency energy, and if it is not installed and used in accordance
with the instruction manual, it may cause harmful interference to radio communications. Operations of this equipment in a residential area
is likely to cause harmful interference, in which case the user will be required to correct the interference at their own expense.
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support@algosolutions.com
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